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8:30 - 9:00

9:00 - 9:15

TOWARDS 2030 – AUSTRALIA’S DIGITAL ID REGIME 
9:15 - 10:00

10:00 - 10:45 

MORNING BREAK 10:45 - 11:15

THE WAR AGAINST CYBER SECURITY AND
CYBERCRIME : ARE WE WINNING THE BATTLE?

SESSION 2

Networking & Morning Tea

SESSION 1

INTRODUCTION FROM THE CHAIR & START OF FORUM 

REGISTRATION 

EVENT AGENDA 

Gavin Wingfield
Director, Applied Legal

Technology
King & Wood Mallesons

Simone Herbert-Lowe 
Director 

Law & Cyber 

Prof. Richard Buckland 
Professor - Cyber Crime

Cyberwar and Cyber Terror
UNSW
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Cyber crime and cyber compromise are now widely understood and
talked about with businesses and governments aware of the risks and
working to address them. Does this mean things will eventually be ok?
What does the future look like? In this talk, we examine the changes we
are seeing in general business and government awareness, and the
growing maturity of attackers and defenders and consider what we can
expect the new normal will be. 

The Digital ID Bill 2024 provides for a national, government-regulated
digital identity scheme that creates a legal framework for establishing an
accreditation scheme for Digital ID providers and for organisations to rely
on digital identity credentials.

In this session we’ll review:
Regulatory arrangements
Digital ID versus instant verification of identity (VOI) platforms
Centralised versus self-sovereign identity (SSI) technologies
The Federal Government’s recently announced "Trust Exchange" or
"TEx" that will allow venues to verify identities using QR codes



11:15 - 11:45

11:45 - 12:30SESSION 4

SESSION 3
DOING CYBER DEFENSE AT SCALE – INSIGHTS
FROM THE 2024 SECURITY OPERATIONS REPORT

Peter Leonard
Principal 

Data Synergies

LUNCH BREAK 12:45 - 13:45
Networking & Lunch

12:30 - 12:45TECH TALK
SOLVING THE HUMAN ELEMENT USING ADAPTIVE EMAIL
SECURITY

Steve Hunter 
Director, Sales Engineering 

Arctic Wolf

EVENT AGENDA 
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ANTICIPATING AND ADDRESSING CHANGES TO
AUSTRALIA’S PRIVACY ACT
The trajectory of new statutory burdens upon APP entities collecting, using
and sharing personal data and non-identifying data relating to humans is
becoming more clear. There will be business-redefining changes
addressing uses of data for targeting of individuals whether or not
identifiable, uses of data to enable automated outcomes, and handling of
data in ways that may compromise protection of individual’s ID or other
credentials, online safety and security of national infrastructure. Many APP
entities have only recently evolved privacy policies and practices towards
more transparent disclosures and data privacy by design. This session will
examine the likely new rules and outline practical strategies for APP
entities to be ready to be accountable for data privacy, information
security, and data trustworthiness, each by design and default.

Jake Mongston
Head of Sales APAC

Egress



13:45 - 14:15

14:15 -15:00SESSION 5

TECH TALK
THE PAINFUL TRUTH ABOUT DATA BREACH NOTIFICATION

ELIMINATING HUMAN ERROR - IS IT POSSIBLE?

Prof Monica Whitty
Head - Department of

Software Systems &
Cybersecurity - Faculty of

Information Technology 
Monash University

AFTERNOON TEA BREAK 15:00 - 15:30
Networking & Afternoon Tea

EVENT AGENDA 

David Rudduck 
CEO

Solis Security (AU)
Breach Hound
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‘Humans are the weakest link’, is an oft-touted phrase regarding
cybersecurity. However, I prefer to say, ‘Humans are the last line of
defence because technology fails to protect us’. In this talk, I will discuss
some of the decision-making errors people make when judging if digital
content is genuine or deceptive by considering online scams and
disinformation. Drawing from dual-process theory, a psychological
theory, I will explain how cybercriminals trick individuals into making
errors of judgements that lead them to lose money to fraudsters and
act upon deceptive information. The talk concludes by explaining what
cybersecurity specialists and practitioners need to do to promote cyber-
secure behaviours.

SESSION 6
DIGITAL IDENTITY – 20 QUESTIONS AND ANSWERS ABOUT A
SUCCESSFUL AUSTRALIAN FRAMEWORK

15:30 - 16:00

Dr Philip Bos
Founder & 

Managing Director
 BlueKee

Digital Identity - what can it do now?
Will privacy be preserved?
What are features and benefits over the horizon?
What is necessary for ubiquitous take-up?
What coalescence and aggregation of providers will likely take place?
and more.....



16:00 - 16:45SESSION 7
MAKING CYBER BORING AGAIN 

16:45 -17:00CLOSING REMARKS

POST EVENT DRINKS 17:00 - 18:00

EVENT AGENDA 

Megan Lane 
Director 

Strategic Communications
CYBERCX
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END OF FORUM  18:00
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EVENT NAME:   6th CYBERSECURITY, DATA BREACH & 
                          DATA  PRIVACY FORUM

EVENT DATE:    25TH SEPTEMBER 2024

VENUE:             SWISSOTEL 
EVENT ADDRESS:  68 Market St, Sydney NSW 2000
PHONE NUMBER: Main Line: (02) 9238 8888

CONFERENCE REGISTRATION:  8:30AM-  9:00AM

REGISTRATION
CONFERENCE TIMING:  9:00AM-  5:00PM
CONFERENCE NETWORKNG DRINKS  5:00PM -  6:00PM

DRESS REQUIREMENT: SMART BUSINESS CASUAL

https://www.google.com/search?client=safari&rls=en&q=four+sesaons&ie=UTF-8&oe=UTF-8#

